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The rapid growth of cryptocurrency trading in Indonesia reflects the
increasing integration of digital assets into the national economy.
Initially classified as tradeable commodities under the supervision of the
Commodity Futures Trading Regulatory Agency (BAPPEBTI),
cryptocurrencies have recently been repositioned within the financial
sector's regulatory framework, following the enactment of Law No. 4 of
2023 on Financial Sector Development and Strengthening (UU PPSK).
This study analyzes the legal and institutional implications of shifting
supervisory authority to Indonesia's Financial Services Authority (OJK)
and examines the regulatory challenges in ensuring legal certainty within
this evolving digital asset landscape. Using a normative legal research
method with statutory, conceptual, and comparative approaches, the
findings reveal that Indonesia’s regulatory landscape remains
fragmented and transitional. The absence of a unified and substantive
legal framework, combined with institutional overlap and limited
technological oversight capacity, undermines investor protection and
market integrity. This paper recommends the formulation of a dedicated
cryptocurrency law, the adoption of digital supervision mechanisms, and
strengthened inter-agency coordination to build a coherent and future-
proof legal regime. The novelty of this research lies in its critical
examination of Indonesia’s regulatory transition and its proposal for a
unified digital asset governance model. The study contributes to the
growing body of scholarship on digital financial regulation in emerging
markets and offers practical guidance for policymakers navigating the
complexities of crypto-asset supervision.
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INTRODUCTION

The development of digital technology has brought about major transformations
in various sectors of life, especially in the economic and financial fields (Stuart O'Neill
et al., 2022). Digitalization has driven a significant shift in the way people conduct
transactions, from conventional systems to high-tech-based electronic systems (Peneder,
2022). One of the most prominent innovations in the last decade is the presence of crypto
assets (cryptocurrencies), which are forms of digital currencies that use blockchain
technology to guarantee the security and transparency of transactions without the
involvement of third parties (Ahamad et al., 2022; Irma et al., 2021; Pilkington, 2016).
Crypto assets have become a global phenomenon and open up promising new investment
opportunities for people in various countries, including Indonesia (Huda & Hambali,

2020; Irma et al.,

2021).
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In Indonesia, the growth of crypto asset transactions is very significant. OJK data
notes that by the end of 2024, there are more than 22 million crypto asset investors with
a transaction value of Rp 650.6 trillion. This fact shows the high public interest in crypto
assets as an alternative investment instrument (Disemadi & Delvin, 2021; Wardoyo &
Hapsari, 2023). However, in the midst of these rapid developments, there is still legal
uncertainty regarding the status of crypto assets, both in terms of their legal classification
(whether as a currency, commodity, or digital financial asset) and which institutions are
authorized to regulate and supervise it (Chang, 2019). The shift in supervision from the
Commodity Futures Trading Supervisory Agency (BAPPEBTI) to the Financial Services
Authority (OJK) based on Law No. 4 of 2023 has created new ambiguity among the public
and market participants regarding the sustainability of consistent regulations.

This ambiguity has serious implications for legal certainty. In the context of
investment and trade, legal certainty is essential to create market trust, protect investors,
and ensure the continuity of digital economic activities (Davis et al., 2017; Wibowo et
al., 2024). However, until now, there has been no single regulation that comprehensively
regulates crypto asset trading in Indonesia. Existing regulations tend to be sectoral and
fragmentary and have not been able to respond to fast-moving technological challenges.
In addition, the difference in approach between the financial sector and the trading sector
towards crypto exacerbates the legal uncertainty felt by the public.

The research gap lies in the lack of studies that analyze in depth the problem of
institutional dualism and regulatory disharmony on crypto assets, especially from the
perspective of legal certainty as a fundamental principle in the national legal system.
Previous research has focused more on the technical aspects of crypto use or potential
crime, but not much has normatively highlighted how the supervision and regulation of
crypto asset trading should be directed to ensure legal certainty in Indonesia.

Based on these conditions, this study aims to analyze the existence and
development of the regulation and implementation of supervision of crypto asset trading
in Indonesia, and to find strategic solutions to realize legal certainty through strengthening
the supervision and regulation system of crypto assets that are adaptive to technological
developments and responsive to the needs of the public and market participants. This
research is expected not only to contribute to the development of legal science, especially
in the field of digital economy law, but also to provide practical recommendations for
policymakers in formulating a consistent direction for regulating crypto assets and
ensuring legal certainty.

METHOD

This study adopted a normative-conceptual approach to address legal regulation,
institutions, and the principle of legal certainty in the supervision and trading of crypto
assets in Indonesia. The approach included three main aspects: statute, conceptual, and
comparative. The statute approach examined relevant laws and regulations to understand
the legal position of crypto assets. The conceptual approach analyzed legal concepts such
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as legal certainty and supervision, while the comparative approach compared Indonesia’s

regulations with those of more advanced countries to identify best practices.

The study utilized secondary data comprising primary, secondary, and tertiary
legal materials. Primary materials included laws, supervisory decisions, and technical
regulations from BAPPEBTI and OJK. Secondary materials consisted of legal literature,
journals, dissertations, and academic opinions, while tertiary materials included legal
dictionaries, indexes, and statistical data from related agencies. Data collection was
conducted through library research by accessing and analyzing relevant legal and
academic documents.

Data analysis was qualitative, employing deductive reasoning from legal theories
and normative principles to practical cases of crypto asset supervision in Indonesia. The
method aimed to produce a comprehensive and objective analysis to guide the design of
supervision and regulation systems that ensure legal certainty, protect investors, and
support sustainable growth in the digital economy sector.

RESULTS AND DISCUSSION
The Existence of Crypto Asset Trading and the Regulation of Its Supervision in
Indonesia

Crypto asset trading in Indonesia is part of a global phenomenon characterized by
the emergence of non-conventional forms of digital assets. (Nitha & Westra, 2020;
Rahardja, 2023) The openness of the digital market, ease of access to technology, and
increasing public interest in alternative investments have made crypto assets one of the
main choices in investment portfolios. However, these developments have taken place
faster than the adaptation of accompanying regulations.

The existence of crypto assets was initially responded to by the government
through a prudent approach. Through BAPPEBTI, crypto assets are regulated in the
framework of commodity futures trading, not as a means of payment. (Rohman, 2021)
This is based on the consideration that the value of crypto assets is highly volatile and has
the potential to pose systemic risks if it is put into the monetary system. Supervision by
BAPPEBTI is carried out by determining the types of assets that are allowed to be traded,
determining exchange operators, and drafting technical regulations regarding the
governance of crypto asset trading. However, in practice, this approach is limited to
administrative aspects and does not include in-depth supervision of transactions, investor
protection, and legal risk mitigation.

The change of supervisory regime from BAPPEBTI to OJK based on the 2023
PPSK Law is an important event that represents a paradigm shift in crypto asset
management. This shift marks a recognition that crypto assets have become part of the
national digital financial system, which requires a more comprehensive oversight
approach. However, this transition raises a number of problems because there is no
derivative legal framework that regulates the technical details of the implementation of
supervision by the OJK. This results in a legal vacuum in the short term, which opens up
space for gray areas in the national crypto asset market.
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In addition, empirical data show that an increase in the number of investors is not
followed by an adequate increase in legal and digital literacy. Many people are tempted
by the lure of high profits from investing in crypto assets without understanding the
regulations, risks, or legal rights. This condition shows weaknesses in the aspects of
preventive and educational supervision, which should be an integral part of the legal
policy of digital asset trading.

In a theoretical context, this issue confirms the importance of a systemic approach
in law. According to Lawrence Friedman, the success of the legal system is determined
by three main components: the structure of the law (institutions), the substance of the law
(rules), and the culture of the law (public understanding). (Ansori, 2018) In this case, it
appears that the unstable legal structure and substance have had an impact on the weak
legal culture of society in dealing with crypto asset trading. Therefore, future regulatory
and supervision efforts must be directed at strengthening the three simultaneously.

Efforts to Realize Legal Certainty Related to Supervision of Crypto Asset Trade in
Indonesia

Legal certainty is an absolute requirement for the sustainability and credibility of
a trading system, especially in high-risk sectors such as crypto assets. In law, certainty
provides a sense of security and predictability to all parties involved in legal relations.
Without certainty, the transactions carried out can cause distrust in the legal system itself,
and have the potential to cause economic and social losses.

In the midst of the development of crypto assets as a new entity in the financial
market, a partial and sectoral regulatory approach is no longer adequate. Indonesia needs
to accelerate the drafting of a comprehensive legal framework, not only in the form of
technical regulations, but also in the form of specific laws on crypto assets. This law must
answer current and future legal needs, including aspects of technology-based supervision,
digital law enforcement, and legal protection for consumers.

Not only that, the regulations made must also ensure consistency and vertical-
horizontal harmonization. Vertical harmonization refers to the conformity between
technical regulations and parent regulations (e.g. synchronization between the PPSK Law
and OJK Regulations), while horizontal harmonization refers to coordination between
institutions (e.g. OJK, BAPPEBTI, BI, and the Ministry of Communication and
Informatics). Disharmony between regulations and between institutions has given rise to
dualism, even institutional rivalry, which has a negative impact on the effectiveness of
supervision.

Efforts to realize legal certainty must also be supported by strengthening the
information technology-based supervision system. In the digital age, conventional
surveillance is no longer effective. An integrated surveillance system is needed, capable
of tracking transactions in real-time, detecting suspicious activity, and analyzing the
movement patterns of funds in the blockchain network. This is in line with the concept of
modern digital surveillance developed in panopticon theory by Foucault and Bentham,
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where power is dispersed through invisible but effective surveillance systems. (Hikami,

2022)

On the other hand, it is also important to instill a strong understanding of the law
in the community through legal and digital literacy at large. Governments, financial
institutions, and crypto asset exchange operators have a shared responsibility to create a
digital legal culture that upholds the principles of prudence, transparency, and social
responsibility. Without the active participation of the community in obeying the law and
recognizing its rights, legal certainty will only become a normative concept with no
implementing force.

By strengthening the pillars of legislation, institutions, technology, and
community participation, the supervision of crypto assets in Indonesia will be able to
transform from a reactive system to a predictive and progressive system. This will not
only ensure legal certainty but also strengthen Indonesia's position in the global digital
financial ecosystem.

CONCLUSION

This research found that while crypto asset trading in Indonesia has grown rapidly
and undergone a regulatory shift from BAPPEBTI to the Financial Services Authority
(OJK) following Law Number 4 of 2023, the transition has not been supported by clear
derivative regulations or a robust supervisory infrastructure, leading to legal uncertainty,
institutional overlap, and confusion among market participants. Contributing factors
include insufficient public legal literacy, weak institutional coordination, and the absence
of comprehensive crypto-specific legislation. The study highlights the need for the
government to urgently develop detailed regulations, strengthen inter-agency
coordination, establish a centralized digital supervision authority, and enhance IT-based
oversight and public legal education. Theoretically, this research enriches the
understanding of legal frameworks in the digital economy, while practically, it offers
guidance for more responsive policy-making. For future research, it is suggested to
explore the practical implementation and integration of digital supervision systems within
Indonesia’s traditional financial regulatory environment to ensure more effective
oversight of crypto assets.
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