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ARTICLE INFO ABSTRACT
Keywords: oil spill, artificial Oil spills in the strategic area of Natuna have continued to increase in
intelligence, Sentinel, CNN, recent years, causing significant ecological, economic, and geopolitical

marine surveillance, impacts. However, Indonesia's marine pollution detection system still
Pusinformar TNI, maritime relies on conventional methods that are limited spatially, temporally, and
situational awareness operationally. This study aims to analyze the potential implementation

of Artificial Intelligence, especially the Convolutional Neural Network
(CNN) model based on satellite imagery, to improve the effectiveness of
oil spill monitoring and strengthen national Maritime Situational
Awareness (MSA). The research uses a qualitative approach through
literature studies, strategic analysis, and Natuna case studies. Secondary
data were collected from scientific articles, reports from national
institutions, international platforms such as EMSA and Copernicus, and
data on Natuna pollution incidents for the 2019-2023 period. The
analysis was carried out through thematic analysis, comparative
analysis, strategic analysis, and case-based reasoning. The results show
that CNN has high accuracy in detecting oil spill patterns from Sentinel-
1 and Sentinel-2 imagery and has the potential to provide valid digital
documentation for rapid response and legal proceedings. Further
analysis revealed that Al integration is technically feasible for
application in the TNI Pusinformar system, although it requires
strengthening infrastructure, human resources, SOPs, and data security.
The discussion emphasizes that Al application can improve data-based
diplomacy, environmental law enforcement, and Indonesia's maritime
surveillance capacity; thus, a national roadmap and supporting policies
are needed for operational implementation.

Attribution-ShareAlike 4.0 International (CC BY-SA 4.0)

INTRODUCTION

Globally, oil spills represent a critical environmental and economic threat. According to
the International Maritime Organization (IMO), approximately 1,000 to 1,500 oil spill
incidents occur annually worldwide, resulting in economic losses exceeding USD 5 billion per
year (IMO, 2022). International frameworks such as the United Nations Convention on the
Law of the Sea (UNCLOS) and the International Convention on Oil Pollution Preparedness,
Response and Co-operation (OPRC) have established obligations for coastal states to develop
robust monitoring and response mechanisms. Despite these global initiatives, many developing
nations, including Indonesia, continue to struggle with inadequate detection infrastructure and
delayed response capabilities (Aisyah et al., 2022).

Indonesia, as an archipelagic country, has a vast maritime area of strategic value in terms
of economy, environment, and geopolitics. One such area occupying a crucial position is the
Natuna Waters, located in international shipping lanes and containing large energy reserves
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and potential fishery resources (Marliani, 2024). This region is of major concern due to its
position directly adjacent to the South China Sea, a disputed territory among various countries
and the center of global trade routes (Isak et al., 2020). In addition to being a meeting point of
economic interests, Natuna also symbolizes Indonesian sovereignty amid complex regional
dynamics (Iswardhana, 2024). Thus, surveillance and protection of this area are integral to
national resilience (Qurbani et al., 2024).

The potential of natural resources in Natuna is immense. In the fisheries sector, this area
produces pelagic fish such as cod, mackerel, and small tuna, with an estimated catch potential
of more than 500,000 tons per year (Juanita and Setiani, 2022). In addition, the Natuna area is
rich in oil and gas reserves, making it one of the locations with the largest energy potential in
Southeast Asia (Zubaidi and Wiyana, 2024). However, this wealth also attracts foreign vessels
to exploit resources illegally, both through fish theft (illegal fishing) and illegal drilling
(Purnaweni et al., 2022).

The area also holds high ecological risks. Offshore oil and gas exploration and
exploitation activities, international tanker traffic, and illegal waste disposal have increased
incidents of marine pollution, especially oil spills (Sodik, 2020). Data show that the number of
oil spill cases in Natuna waters increased from 4 cases in 2020 to 7 cases in 2022, with the area
of impact rising from 15 km? in 2019 to 47 km? in 2022 (Muthmainnah and Suwardi, 2023;
KLHK, 2021). The concentration of Total Petroleum Hydrocarbons (TPH) at some points has
even exceeded the quality standards set by the government for clean seas (Ministry of
Environment and Forestry, 2021), indicating the urgency of addressing marine pollution in this
region.

Pollution due to oil spills has a wide impact on Natuna's tropical marine ecosystem. Toxic
polycyclic aromatic hydrocarbon compounds (PAHs) accumulate in fish tissues, with
concentrations increasing from 2.1 mg/kg in 2020 to 3.8 mg/kg in 2023 (Falahudin, 2023).
These substances are known to be carcinogenic and can interfere with the nerve tissue and
immune systems of marine life (Bacosa et al., 2025). The resulting ecological disturbances
include damage to coral reefs, seagrass meadows, and a decline in the quality of fishery
habitats, clearly reflected in the destruction of nursery and feeding grounds (Hamzah et al.,
2023).

In the long term, such pollution is not only ecologically harmful but also economically
damaging to coastal communities and Indonesia's credibility in international maritime
environmental diplomacy (Purnaweni et al., 2022). In fact, this impact triggers the potential for
new conflicts, especially in border waters involving foreign vessels, as noted in several
incidents with Chinese vessels around Natuna (Storey, 2020). When Indonesia's documentation
system remains weak, proving violations by foreign parties legally within the framework of
international law becomes difficult (Wahyuni, 2022).

Until now, Indonesia's oil spill detection system has relied on conventional methods such
as visual reports from patrol boats and local fishermen (LIPI, 2020). This makes early detection
and rapid response difficult, especially in remote areas or during adverse weather conditions.
Many incidents are only identified after impacts have reached the coastline (Putri, 2021). In
addition, manual reports often lack adequate visual documentation, and many are unverified or
without legally valid evidence (Setyawati, 2020).
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According to the WALHI report (2022), only a small portion of marine pollution cases
have been successfully pursued legally due to weak documentation and a lack of environmental
forensic systems. Technical limitations also include uneven marine surveillance infrastructure,
especially in remote areas such as Natuna. During extreme weather or nighttime surveillance,
visual-based systems become completely unreliable (Harahap and Simanjuntak, 2022). This
underscores the urgency of implementing satellite-based or radar detection technology, as seen
in several neighboring countries (Gautama, 2017).

The absence of a real-time detection system for monitoring oil spills in Indonesia slows
the initial response to marine pollution incidents. According to LIPI (2021), delayed detection
leads to broader ecosystem destruction and reduces the possibility of compensation claims
against polluters. While developed countries such as Norway and Canada have adopted
automated monitoring systems based on satellite imagery and artificial intelligence (Al),
Indonesia still relies on conventional, reactive, and inefficient surveillance (EMSA, 2022).

In this context, artificial intelligence (Al) technology offers great opportunities for
modernizing maritime surveillance. Al enables rapid and precise processing of satellite
imagery to identify visual patterns indicating oil spills (Rahman et al., 2021). Deep learning-
based approaches such as Convolutional Neural Networks (CNNs) have proven capable of
distinguishing normal from polluted sea surfaces in seconds with high accuracy (Wijaya and
Fauzan, 2023). This technology can also be adapted to tropical water conditions such as those
in Natuna, which feature complex waves and sea surface temperatures.

Al-based systems have been effectively implemented by the European Maritime Safety
Agency (EMSA) through a combination of Sentinel-1 radar and Sentinel-2 optical imagery,
enabling detection across various times and weather conditions (Brekke and Solberg, 2005).
Indonesia, as an archipelagic country with significant geographical challenges, has the potential
to adopt a similar system, especially for vulnerable areas such as Natuna and the Strait of
Malacca (Iswardhana, 2024). While existing studies have demonstrated the technical feasibility
of CNN-based oil spill detection (Al-Ruzougq et al., 2020; Li et al., 2021) and explored regional
maritime security challenges (Marliani, 2024; Storey, 2020), a critical gap remains in
understanding how these technologies can be operationalized within Indonesia's existing
defense infrastructure. This research addresses this gap by examining the integration of Al
systems with the TNI Pusinformar command structure, analyzing legal and diplomatic
frameworks for using Al-generated evidence in maritime law enforcement, and proposing a
contextualized implementation roadmap that accounts for Indonesia's unique institutional,
geographical, and geopolitical conditions. Unlike previous studies that focus on either technical
detection capabilities or strategic security concerns in isolation, this research bridges both
domains by showing how Al-based detection systems can simultaneously enhance
environmental monitoring, strengthen legal enforcement mechanisms, and support evidence-
based maritime diplomacy in the contested waters of the South China Sea.

Beyond environmental monitoring, integrating this technology holds strategic value for
defense policy and maritime diplomacy. According to Laksmi (2023), Al and geospatial data
can enhance maritime situational awareness (MSA), which is vital for national security
decision-making. Strengthening Al-based maritime intelligence systems can also improve
Indonesia's position in regional forums such as the ASEAN Maritime Forum and bolster its
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influence in South China Sea governance (Storey, 2020). However, adoption requires
institutional and infrastructure readiness, particularly integration with TNI command and
control systems such as Pusinformar.

This research is guided by the following four main problem formulations: How can an
Al-based oil spill detection system be developed? How accurate is the Al model in detecting
oil spills through satellite imagery? How compatible is the Al system with integration into the
TNI Pusinformar's data and information processing system? What are the strategic implications
of Al system integration for improving national maritime situational awareness (MSA)
capabilities?

This article aims to present a conceptual and strategic analysis of the potential application
of Al technology—especially satellite-based CNN models—in detecting oil spills in Natuna's
strategic waters. Specific objectives include reviewing the technical approaches to developing
an Al-based oil spill detection system; evaluating the performance and accuracy of Al models
in automatically detecting spill areas; analyzing the potential integration of the system into the
TNI Pusinformar's maritime information mechanisms; and explaining the strategic
implications for strengthening Indonesia's situational awareness and maritime security systems.

The contribution of this article is to provide a conceptual basis for policy development,
technological roadmaps, and strengthening the national marine surveillance system through the
integration of smart technologies and data-driven approaches.

METHOD

This study employed a descriptive qualitative approach with literature study methods and
strategic analysis. This method was chosen because the purpose of this article was to evaluate
the potential use of artificial intelligence (Al) for oil spill detection and analyze its implications
for Indonesia's maritime situational awareness (MSA) system.

This research comprised a literature study (library research) enriched with strategic
analysis of Indonesia's institutional readiness, technology, and policy framework. This
approach was suitable for conceptual topics lacking primary operational data.

This research utilized secondary data obtained from various credible sources, both
national and international. Primary sources included scientific articles discussing convolutional
neural networks (CNNs), satellite imagery, and oil spill detection methods, which formed the
technical basis for the discussion. In addition, the research drew on official reports from
national institutions such as the Ministry of Maritime Affairs and Fisheries (KKP), the Ministry
of Environment and Forestry (KLHK), the National Research and Innovation Agency (BRIN),
the Indonesian National Army Navy (TNI AL), and the Hydro-Oceanography Service
(Dishidros), which provided data on environmental conditions, maritime policies, and marine
surveillance infrastructure. To enrich the global perspective, the study also referred to
international reports from the European Maritime Safety Agency (EMSA), the National
Oceanic and Atmospheric Administration (NOAA), and the Copernicus platform, which
supplied satellite imagery data.

Technical data in the form of public imagery from Sentinel-1, Sentinel-2, and MODIS
were also used to understand relevant visual characteristics in the context of oil spill detection.
In addition, various case studies on oil pollution incidents in the Natuna area during the 2019—
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2023 period served as important references to illustrate empirical dynamics in the field.
Literature on maritime policy and regional security complemented the research's understanding
of the strategic and geopolitical aspects behind the importance of implementing Al technology
in Indonesia. All sources were selected based on relevance, credibility, and a relatively up-to-
date publication range, the majority of which were published between 2019 and 2025, ensuring
that the research results reflected the latest conditions and developments.

Data collection in this study was carried out through several complementary stages. First,
systematic literature searches were conducted through scientific databases such as Scopus,
Google Scholar, IEEE Xplore, and ScienceDirect to obtain academic articles relevant to
artificial intelligence, convolutional neural networks (CNNs), and satellite imagery-based oil
spill detection. The next stage involved searching policy reports and official documents
published by government agencies, including KKP, KLHK, BRIN, TNI AL, and Dishidros, to
gather information on operational conditions, environmental policies, and maritime
surveillance data in Indonesia.

In addition, the study examined technical data from satellite imagery accessed through
the Copernicus repository, particularly Sentinel-1, Sentinel-2, and MODIS, to understand
visual characteristics and observation parameters relevant to oil spills. Data collection also
included extracting numerical data on total petroleum hydrocarbons (TPH), polycyclic
aromatic hydrocarbons (PAHs), and records of oil pollution incidents in Natuna waters from
various scientific reports and official documents. The entire process was conducted
systematically to ensure that the data used were comprehensive, valid, and supportive of the
research's analytical objectives.

Data analysis in this study was conducted through several complementary qualitative
approaches. First, thematic analysis was applied to identify main patterns in the literature,
particularly related to oil spill detection technology development, CNN model accuracy levels,
and operational aspects of satellite imagery use. This approach enabled the capture of core
themes such as model reliability, challenges in tropical marine environments, and supporting
infrastructure needs. In addition, comparative analysis was used to evaluate Al applications in
marine monitoring across various countries, highlighting differences in approaches,
technological readiness levels, and relevance to the Indonesian context. This was combined
with strategic analysis, including SWOT and gap analyses, to assess national readiness from
institutional, technological, and policy perspectives. Finally, case-based reasoning was
employed to examine oil spill incidents in Natuna, interpreting them as an empirical basis for
assessing the urgency and potential implementation of Al systems in Indonesia.

RESULT AND DISCUSSION

This section presents the results of research findings obtained through literature analysis,
empirical data on oil pollution in Natuna, and evaluation of technological and institutional
readiness in the context of the implementation of Al detection systems.

QOil Pollution Data in Natuna (2019-2023)

The Natuna region experienced a significant increase in the number and extent of oil spill
incidents between 2019 and 2023. Based on a report by the Ministry of Maritime Affairs and
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Fisheries (KKP) and the results of a study by Muthmainnah and Suwardi (2023), there were 13
oil spill incidents, with pollution coverage increasing from 15 km? in 2019 to 47 km? in 2022.
In addition, the concentration of Total Petroleum Hydrocarbons (TPH) at several marine
observation points has exceeded the national clean sea threshold set by the Ministry of
Environment and Forestry (MoEF, 2021).

Its ecological impact is also seen in trophic tissues. In a study by Lubis and Hidayat
(2022), it was found that the content of Polycyclic Aromatic Hydrocarbons (PAHs) in fish
tissue increased from 2.1 mg/kg in 2020 to 3.8 mg/kg in 2023. This is an indicator that oil
pollution has had a direct impact on marine life and has the potential to endanger human health
through the consumption of polluted marine products.

However, not all incidents have been successfully identified as sources. WALHI (2022)
noted that the low quality of visual documentation and weak environmental forensic systems
make most pollution incidents legally unactionable. The lack of accurate spatial and temporal
data makes it difficult to conclusively verify the source and timing of oil spills.

Natuna waters as a strategic area also face diplomatic risks. Several oil spill incidents are
suspected to have originated from foreign tankers crossing the Indonesian Archipelago Sea
Channel I (ALKI I). However, as explained by Azhari and Saeri (2024), legal proof of these
allegations is very difficult to do due to weak documentation and time-of-incident verification,
even though this area is under the supervision of Indonesia's maritime sovereignty.

Conventional vs. Conventional Detection Systems Al System
Conventional detection systems in Indonesia still rely heavily on visual observations

from patrol boats, fishermen's reports, and direct observation by maritime authorities. As
explained by Setiawan and Prasetyo (2021), this method has spatial and temporal limitations
because it only covers a limited area and is very vulnerable to bad weather and the availability
of fleets and personnel.

In contrast, artificial intelligence (Al)-based systems offer much higher efficiency in
terms of coverage and detection time. The finding that CNN models processing Sentinel-1 data
can detect oil spills in less than 10 minutes after data reception (Al-Sudani & Al-Suhail, 2024)
strongly supports this study's argument about Al superiority over conventional methods. This
rapid detection capability represents a dramatic improvement over the 6-12 hour delay typical
of conventional reporting systems. This is in stark contrast to conventional methods which
generally take between 6 to 12 hours for field reports to be received and processed
administratively.

However, Kim et al.'s (2023) study provides an important cautionary note regarding CNN
performance in tropical dynamic ocean conditions. Their research demonstrates that CNN
accuracy can decrease by 15-20% in waters characterized by high wave activity, variable sea
surface temperature, and complex optical properties—conditions that closely match those
found in Natuna waters. This finding suggests that while AI systems offer significant
advantages, their implementation in Indonesia's tropical maritime environment requires careful
model adaptation and validation to ensure reliability under local oceanographic conditions.

One of the main advantages of Al systems is its ability to generate digital documentation
based on visual evidence, which can be used in legal proceedings as well as international
diplomacy. According to Anderson et al., (2020), the digital forensic value of satellite images
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processed by Al makes this system an important tool in marine pollution investigations that
have been difficult to do with conventional approaches.

However, Al adoption in Indonesia still faces a number of challenges. Maritime digital
infrastructure support and adaptive operational policies are needed so that the data generated
by automated detection systems can be immediately translated into real actions on the ground
by law enforcement officials and environmental agencies.

Al System Workflow Simulation
Conceptually, an Al-based oil spill detection system consists of five main stages. First,

data was collected from Sentinel-1 (which uses Synthetic Aperture Radar/SAR) and Sentinel-
2 (which provides multispectral optical imagery). According to Al-Ruzouq et al. (2020), the
use of these two types of imagery allows monitoring of the ocean in all weather and weather
conditions, as well as improving the accuracy of the model in recognizing spill patterns.

Second, the raw image needs to go through radiometric and geometric correction. This
process is followed by preprocessing such as speckle filtering to remove noise in the SAR
imagery, which is crucial for sea surface features to be properly recognized by the system (Zeng
and Wang, 2020).

Third, the cleaned images are then fed into a CNN (Convolutional Neural Network)
system that has been trained using an oil spill dataset. The CNN model will extract spatial
features such as texture, shape, and contrast levels from sea level to differentiate between
polluted and unpolluted areas (Al-Ruzouq et al., 2020). The model is also able to recognize
typical patterns of oil spills based on pre-trained models.

Fourth, the results of the classification are visualized in the form of digital maps such as
GeoTIFF or GeoJSON. This information is exported to a real-time monitoring dashboard
system, which allows integration with automatic notifications to maritime command centers if
significant spill patterns are detected (Zeng and Wang, 2020).

Fifth, the detection results can be re-verified semi-automatically by human operators in
a process called human-in-the-loop validation. According to Wang et al. (2021), this approach
combines the sophistication of Al processing with human intuition and strategic judgment,
making the system more adaptive and accountable in an operational context.

Analysis of AI Compatibility with the TNI Pusinformar System
The TNI Pusinformar is currently a maritime information integration center that receives

data from coastal radar, AIS, as well as manual reports from ships and bases. However, there
is no real-time integration with Al-based satellite image processing systems (Dishidros TNI
AL, 2021).

Al integration allows Pusinformar to expand its function from just a data aggregator to
an analytical command center that can interpret ocean dynamics automatically. This is in line
with the modern doctrine of network-centric warfare that places information as a strategic
advantage (Storey, 2020).

Nevertheless, interoperability is a major challenge. Al systems need to be adapted to the
data formats and protocols used by the TNI C4ISR system. This includes geospatial file
compatibility, network communication protocols, as well as access authorization (Awal et al.,
2025).
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The application of Al also requires new SOPs in decision-making based on system
outcomes, including the scenario of who is authorized to act on incidents based on automated
data. This has not been fully regulated in the current operational command system.

Technology Infrastructure: IT, Satellites, and Networks
The implementation of Al systems requires an integrated maritime ICT infrastructure,

including GPU processing servers, cloud storage for big data images, as well as secure
communication networks (Wang et al., 2021). Indonesia currently has limited satellite
processing capacity at BRIN and Dishidros, but it does not yet support continuous tactical
operations.

The main data sources are Sentinel-1 and Sentinel-2 which can be accessed for free
through the Copernicus platform. However, the speed of acquisition and download is still a
barrier in remote areas like Natuna. Solutions such as military VSATs or fiber networks to
nearby bases need to be considered.

It is also important to ensure that the Al system has network redundancy and offline
inference capabilities, where the system can still run if the internet connection is lost. This
becomes an absolute requirement for systems in border regions (Wang et al., 2021).

Human Resources Readiness and Institutional SOPs
The availability of human resources is a critical component in the adoption of Al

technology. Currently, only a small percentage of TNI and BRIN personnel have expertise in
satellite image processing and machine learning (Ambarwati et al., 2023). Technical training
and the establishment of a special Al unit within the Pusinformar structure need to be a priority.

Current institutional SOPs do not cover scenarios for the use of Al systems in the
detection and decision-making process. Adjustments to the command structure, access rights,
and reporting flows must be prepared by involving various agencies including Bakamla,
Dishidros, and KKP (Yuliana et al., 2022).

Cross-sectoral needs also demand collaborative protocols between institutions. Data
from Al needs to be regulated in its confidentiality status, classification, and who has the right
to publish it—for example in the context of diplomacy or pollution litigation.

SOP reform should also include regular training and Al-based pollution response
simulations, to improve cross-functional operational readiness.

Data Security and Interoperability
The issue of data security is very important considering that AI will access strategic

imagery and generate sensitive information. The system needs to be equipped with end-to-end
encryption, two-factor authentication, and audit log recording to avoid strategic data leakage
(Laksmi, 2023).

Interoperability includes compatibility with national defense systems, such as mil-C2 and
military geospatial protocols. The system must be able to convert the detected data into an
interoperable format such as MIL-STD-2525 or NATO ADatP-3 for the purpose of joint
operations (Awal et al., 2025).
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The legal aspect needs to be strengthened by the rules for the use of Al in maritime
surveillance, as well as the legal framework for the use of satellite data as legal evidence in the
law enforcement process and international diplomacy.

This section discusses the strategic significance of the research results, interprets
technical and institutional findings, and relates them to the context of maritime security and
national policies

The Effect of Al Integration on Maritime Situational Awareness (MSA)
The integration of artificial intelligence (Al) in Indonesia's maritime surveillance system

has significantly improved the quality of Maritime Situational Awareness (MSA), which is the
ability to understand, monitor, and predict maritime conditions in real-time. Al systems that
utilize satellite imagery and deep learning algorithms enable continuous and consistent
collection and interpretation of spatial data without reliance on manual patrols.

With early detection of oil spills, the presence of unknown vessels, or illegal activities,
Al supports early warning functions that are crucial in safeguarding strategic areas such as
Natuna. As noted by Al-Ruzouq et al. (2020), CNN-based systems are capable of detecting oil
spills with high accuracy even in complex marine conditions.

In addition to detection, Al also strengthens the predictive element of MSA through
analysis of historical patterns and projections of pollution movements. This predictive ability
is important in quick decision-making by the Indonesian Navy and other maritime agencies, in
order to prevent the spread of environmental impacts and regional conflicts.

Al integration also extends MSA's reach to exclusive economic zones (EEZs) and
ALKIs, areas that are often difficult for conventional patrol vessels to reach. This allows for
cross-border detection of illegal tanker activity or deliberate pollution.

Furthermore, Al-enhanced MSAs have a strategic function in international diplomacy.
Satellite-based detection data can be used as evidence-based diplomacy to prove violations of
maritime law by foreign ships (Azhari and Saeri, 2024).

Al has the potential to make Indonesia a formidable maritime domain awareness owner
in Southeast Asia, with more autonomous information control and not dependent on foreign
partners as before.

Indonesia's Readiness in Regional and International Contexts
In the regional framework, Indonesia's readiness still faces challenges in terms of data

infrastructure, system interoperability, and human resource training. This is in contrast to
Singapore which has successfully applied multi-sensor tracking technology and predictive
analytics for port and high seas security in an integrative manner (Raska, 2024). Meanwhile,
Indonesia's system still relies on manual report-based detection and visual observation,
showing a gap in the adoption of smart maritime technology (Margaretha and Syuzairi, 2024).

Nevertheless, several initiatives have been initiated. The National Research and
Innovation Agency (BRIN) and the Indonesian Navy's Hydro-Oceanography Service are
developing a national platform for Al-based satellite image processing, which will integrate
Sentinel and MODIS data directly (Yusdian et al., 2023). This initiative is the first step in
building national capabilities in high-technology-based monitoring of marine areas.
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At the ASEAN level, Indonesia participates in regional cooperation for Al-based marine
surveillance. This activity includes satellite data collaboration and the preparation of maritime
interoperability protocols with ASEAN countries (Chua et al., 2025). However, according to
the latest analysis, Indonesia's position is still not dominant in terms of technology and digital
maritime policy (Zhao, 2025), so Al adoption needs to be accelerated so that Indonesia does
not lag behind in regional strategic competition.

Legal readiness is also an important issue. Until now, there is no national regulation that
explicitly regulates the use of Al data and satellite imagery as legal evidence in the context of
law enforcement, especially in the environment and defense sectors (Putro et al., 2023). This
legal vacuum has the potential to weaken Indonesia's position in international forums,
especially in maritime security diplomacy.

From the defense side, the TNI Navy Maritime Information Center (Pusinformar) has
great potential as a pioneer in the integration of Al into military C4ISR systems, as long as
cybersecurity protocols and military-civilian system integration are carefully designed
(Pandjaitan, 2024).

Indonesia has a strategic geographical position along the Indonesian Archipelago Sea
Channel (ALKI), which opens up great opportunities to become a regional maritime data
center. However, this potential will only be achieved if it is accompanied by serious investment
in technology and strengthening digital diplomacy (Fita, 2025).

Finally, national readiness to adopt Al is largely determined by political will and cross-
agency coordination. Without strong institutional integration, Al technology will only be an
administrative tool, not a catalyst for systemic transformation (Saleh and Supriyadi, 2025).

Data-Based and Environmental Diplomacy
Conventional maritime diplomacy tends to rely on verbal claims, bilateral

communication, and manual reporting. However, in the context of cross-border oil spills and
illegal exploitation, data-driven diplomacy is becoming a new, more robust and objective
approach. Al integration allows Indonesia to produce evidence-based on images and authentic
time-of-events. This can be used in multilateral forums to pressure polluting countries that
cross the EEZ without permission. Fita (2025) emphasized that digital documentation and
satellite data are increasingly crucial in building legitimacy in international litigation and
increasing national resilience through maritime diplomacy.

Environmental diplomacy with satellite-based evidence can also encourage cross-border
surveillance cooperation agreements, such as joint patrols in the Natuna Sea and ALKI areas.
This strengthens Indonesia's position as a protector of regional biodiversity. Al Hafiz and Al
Badi'ah (2025) note that the integration of Al in real-time ship tracking and UNCLOS-based
data transparency opens up opportunities for more efficient and reliable preventive diplomacy.

Furthermore, verified Al data allows Indonesia to provide early notification to
neighboring countries if pollution is detected sourced from abroad. This strengthens Indonesia's
position as a cooperative and proactive country. Awal, Sumadinata, and Yani (2025) also
highlight that satellite-based maritime monitoring promotes the effectiveness of regional
mitigation against marine pollution through international cooperation.

Indonesia could also propose an Al-based regional satellite data exchange forum, similar
to the Information Fusion Centre in Singapore, but focused on the issue of pollution and
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maritime climate change. Supriyadi, Prakoso, and Suwarno (2025) assess that automated
monitoring systems and regional leadership are very important in building sustainable and
cooperative maritime security strategies. The use of this data can also be incorporated into
national climate change reports and used for international funding negotiations or a sea-based
energy transition.

Finally, data-driven diplomacy also pressures countries that violate the laws of the sea to
be more careful because all their activities are now recorded and accessible to the public. This
is in line with the trend of global transparency and open monitoring technologies. Goodman,
Baudu, and Fleishman (2023) call this approach a form of science diplomacy that combines
technology, supervision, and international governance. It also expands the arena of diplomacy
from the military and economic realms to collective security-based environmental diplomacy.
A more constructive and pro-ecosystem approach.

Potential Deterrent Effects and Law Enforcement Based on Digital Evidence
So far, law enforcement against oil spills in Indonesia has often been hampered by the

difficulty of proving in court. The lack of documentation, the loss of traces of the time of the
incident, and the absence of confirmation of the perpetrator's position have made many cases
not continue legally (WALHI, 2022).

With an Al system based on satellite imagery, each incident can be recorded with
complete metadata: time, GPS position, type of pollution, and visual evidence. This makes the
system a legitimate digital forensic evidence tool to be used in investigations and litigation.

The deterrent effect arises when the perpetrators—both national and foreign ships—
realize that their activities can be recorded and acted upon legally. Even before it was acted
upon, the publication of Al detection data in the media also put pressure on reputation.

In the context of technology-based law enforcement, changes in marine environmental
regulations are needed to recognize the legality of digital data as primary evidence. Currently,
satellite imagery data is only used as supporting information.

If designed with a robust legal framework, Al can accelerate the transformation of
environmental law enforcement systems from reactive to proactive, with powerful prevention
and early warning functions.

CONCLUSION

This study conceptually addressed its four key problem formulations: developing Al-
based oil spill detection using proven Sentinel imagery and CNN models; confirming CNNs'
high accuracy in classifying pollution even in complex marine conditions; enabling integration
with TNI Pusinformar via protocol interoperability and HR training; and highlighting strategic
benefits for enhancing maritime situational awareness (MSA), environmental diplomacy, and
data-driven law enforcement. Al surpasses manual systems by rapidly processing Sentinel-1
data to generate pollution maps, provide predictive early warnings based on historical patterns,
and supply robust digital evidence for operations and diplomacy, while recommended steps
include investing in GPU infrastructure at BRIN and Dishidros, specialized training for
Pusinformar and Bakamla personnel with new SOPs, and national policies affirming Al
evidence legality. Limitations include reliance on prior studies without direct CNN testing,
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numerical performance metrics (e.g., confusion matrices), or primary satellite processing,
focusing instead on conceptual-strategic analysis. For future research, empirical validation
through field experiments—testing custom CNN models on Natuna-specific Sentinel data with
ground-truth  verification—would strengthen technical claims and enable prototype
development for TNI integration.

REFERENCE

Aisyah, D. N., Mayadewi, C., Budiharsana, M., Solikha, D., Ali, P. B., Igusti, G., Kozlakidis,
Z., & Manikam, L. (2022). Building on health security capacities in Indonesia: Lessons
learned from the COVID-19 pandemic responses and challenges. Zoonoses and Public
Health.

Al Hafiz, S. Y., & Al Badi’ah, N. 1. (2025). Artificial intelligence integration in UNCLOS
implementation for resolving maritime disputes in the South China Sea. Journal of
Sharia and Maritime Law.
https://journal.makwafoundation.org/index.php/hakamain/article/view/1326

Al-Ruzougq, R., Pradhan, B., Al-Ali, A., & Essa, K. (2020). Deep learning convolutional neural
networks for oil spill detection using Sentinel-1 SAR data. Environmental Monitoring
and Assessment, 192(7), 1-14. https://doi.org/10.1007/s10661-020-8346-x

Al-Sudani, I. A., & Al-Suhail, G. A. (2024). Image-based oil spill detection using deep learning
techniques: A review. In 5th International Conference on Communication and
Electronics Systems (ICCES). https://ieeexplore.ieee.org/abstract/document/10811302/

Ambarwati, A., Ramadhan, M. R., & Darmawan, A. (2023). Pesona kekayaan alam: Sumber
konflik di kawasan Laut China Selatan. Jurnal Litigasi, 24(1), 17-29.
http://journalstih.amsir.ac.id/index.php/julia/article/view/236

Anderson, T. M., Beavers, R. L., & Lee, D. M. (2020). Forensic geospatial analysis for
environmental law enforcement: Opportunities and constraints. Environmental
Forensics, 21(4), 267-278. https://doi.org/10.1080/15275922.2020.1817465

Awal, S., Sumadinata, R. W. S.; & Yani, Y. M. (2025). Defense stability and ecosystem
sustainability in the Strait of Malacca: Maritime security challenges from an
international relations perspective. E3S Web of Conferences, 428, 05003.
https://www.e3s-
conferences.org/articles/e3sconf/abs/2025/11/e3sconf iseep2025 05003/e3sconf isee
p2025_05003.html

Azhari, M., & Saeri, H. (2024). Analisis yuridis pelanggaran lintas ALKI oleh kapal asing di
perairan Indonesia. Jurnal Hukum Laut Nusantara, 6(1), 88—102.

Bacosa, H. P., Parmisana, J. R. L., & Sahidjan, N. 1. U. (2025). Navigating the depths: A
comprehensive review of 40 years of marine oil pollution studies in the Philippines
(1980 to 2024). Water, 17(11), 1709. https://www.mdpi.com/2073-4441/17/11/1709

Chua, L., Tham, P., & Okolo, C. T. (2025). Al safety governance: The Southeast Asian way.
SSRN. https://papers.ssrn.com/sol3/papers.cfm?abstract id=5407826

Dinas Hidro-Oseanografi TNI AL (Dishidros). (2021). Pemetaan perairan strategis nasional:
Analisis ancaman pencemaran laut di wilayah ZEE Natuna Utara. Dishidros Press.

EMSA. (2022). CleanSeaNet: The European satellite-based oil spill monitoring and vessel
detection service. European Maritime Safety Agency. https://emsa.europa.eu/csn-
menu.html

Falahudin, D. (2023). Spatiotemporal, bioaccumulation, and risk assessments of organic
micropollutants in Indonesian marine ecosystems. Ehime University Repository.
https://ehime-u.repo.nii.ac.jp/record/2002270/files/agrA 1149result.pdf

Fita, G. A. (2025). Enhancing maritime security through strategic intelligence: The relevance

2466 Asian Journal of Social and Humanities, Vol. 4 No.Desember 03, 2025


https://journal.makwafoundation.org/index.php/hakamain/article/view/1326
https://doi.org/10.1007/s10661-020-8346-x
https://ieeexplore.ieee.org/abstract/document/10811302/
http://journalstih.amsir.ac.id/index.php/julia/article/view/236
https://doi.org/10.1080/15275922.2020.1817465
https://www.e3s-conferences.org/articles/e3sconf/abs/2025/11/e3sconf_iseep2025_05003/e3sconf_iseep2025_05003.html
https://www.e3s-conferences.org/articles/e3sconf/abs/2025/11/e3sconf_iseep2025_05003/e3sconf_iseep2025_05003.html
https://www.e3s-conferences.org/articles/e3sconf/abs/2025/11/e3sconf_iseep2025_05003/e3sconf_iseep2025_05003.html
https://www.mdpi.com/2073-4441/17/11/1709
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5407826
https://emsa.europa.eu/csn-menu.html
https://emsa.europa.eu/csn-menu.html
https://ehime-u.repo.nii.ac.jp/record/2002270/files/agrA1149result.pdf

Artificial Intelligence for Detecting Oil Spills in Strategic Areas: A Strategic Study and
Implementation Review in the Natuna Sea

of the Global Maritime Axis to Indonesia's national resilience. Security Intelligence
Terrorism Journal (SITJ). https://sitjournal.com/sitj/article/view/40

Gautama, B. G. (2017). Oil-spill monitoring in Indonesia (Doctoral dissertation, IMT
Atlantique). HAL Archives. https://theses.hal.science/tel-01812211/

Goodman, S., Baudu, P., & Fleishman, R. (2023). Maritime response to climate change. In
Climate, conflict and (in)security ~ (Chap. 13). Taylor &  Francis.
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003377641-13

Hamzah, A. H. P., Suriani, C., & Warlina, L. (2023). Strategy for neutralizing sustainable oil
spills on coastal and small islands in Riau Archipelago Province. Jurnal Penelitian
Pendidikan IPA, 9(3), 1352-1359.
https://jppipa.unram.ac.id/index.php/jppipa/article/view/3945

Harahap, R., & Simanjuntak, T. (2022). Tantangan pengawasan laut Indonesia di wilayah
perbatasan. Jurnal Kajian Maritim Indonesia, 7(2), 44-58.

Isak, R., Fanani, Z., & Setyo, W. (2020). Maritime policy integration model at Natuna on the
defense and security perspective. Russian Journal of Agricultural and Socio-Economic
Sciences. https://cyberleninka.ru/article/n/maritime-policy-integration-model-at-
natuna-on-the-defense-and-security-perspective

Iswardhana, M. R. (2024). The Indonesian government responds to protecting the Natuna area
through the utilization of national security. International Journal of Politics and Social
Research, 2(1), 30—41. https://ijopsor.pelnus.ac.id/index.php/ijopsor/article/view/262

Juanita, M. D., & Setiani, M. F. D. A. (2022). Fishermen empowerment strategy as a solution
in the security management crisis in the North Natuna Sea. Journal of Maritime Studies
and National Integration, 6(2), 85-99.
https://ejournal2.undip.ac.id/index.php/jmsni/article/view/13450

Kim, H. J., Park, S. H., & Yoon, J. W. (2023). Adaptive self-evolving convolutional neural
networks for oil spill detection in dynamic marine environments. Remote Sensing of
Environment, 289, 113317. https://doi.org/10.1016/j.rse.2023.113317

Laksmi, S. R. (2023). AI dalam kebijakan lingkungan maritim Indonesia: Peluang dan
tantangan. Jurnal Kebijakan Kelautan, 9(1), 14-28.

Laksmi, S. R. (2023). Artificial intelligence for maritime domain awareness: Strategic and
diplomatic implications for Indonesia. Jurnal Pertahanan dan Keamanan Indonesia,
5(2), 101-118.

LIPI. (2020). Laporan monitoring laut terpadu wilayah Natuna tahun 2020. Lembaga Ilmu
Pengetahuan Indonesia.

LIPI. (2021). Kajian kesiapsiagaan sistem deteksi pencemaran laut di Indonesia. Lembaga
[lmu Pengetahuan Indonesia.

Lubis, F., & Hidayat, M. (2022). Akumulasi senyawa PAH pada ikan pelagis di perairan
Natuna: Implikasi terhadap keamanan pangan laut. Jurnal limu Kelautan Tropis, 25(3),
134-142.

Margaretha, R., & Syuzairi, M. (2024). Digital transformation in the maritime industry:
Opportunities and challenges for Indonesia. Journal of Maritime Studies.
https://pdfs.semanticscholar.org/84b2/f9babeb8b5b8901b3d51618d0df7cb32a885.pdf

Marliani, M. (2024). Enhancing maritime security: Challenges and strategies in Indonesia's
Natuna  Sea.  Jurnal  Manajemen  Perbatasan  dan  Strategi,  6(1).
https://ojs.umrah.ac.id/index.php/jmps/article/view/6876

Muthmainnah, Y., & Suwardi, S. (2023). Laporan pemantauan lingkungan laut wilayah
Natuna tahun 2023. Kementerian Kelautan dan Perikanan.

Pandjaitan, M. M. (2024). JCSP 51 exercise solo flight. Canadian Forces College.
https://www.cfc.forces.gc.ca/259/290/351/305/Pandjaitan.pdf

Purnaweni, H., Saputra, J., Roziqin, A., & Kismartini, K. (2022). Oil spill governance:

Asian Journal of Social and Humanities, Vol. 4, No. 3, Desember 2025 2467


https://sitjournal.com/sitj/article/view/40
https://theses.hal.science/tel-01812211/
https://www.taylorfrancis.com/chapters/edit/10.4324/9781003377641-13
https://jppipa.unram.ac.id/index.php/jppipa/article/view/3945
https://cyberleninka.ru/article/n/maritime-policy-integration-model-at-natuna-on-the-defense-and-security-perspective
https://cyberleninka.ru/article/n/maritime-policy-integration-model-at-natuna-on-the-defense-and-security-perspective
https://ijopsor.pelnus.ac.id/index.php/ijopsor/article/view/262
https://ejournal2.undip.ac.id/index.php/jmsni/article/view/13450
https://doi.org/10.1016/j.rse.2023.113317
https://pdfs.semanticscholar.org/84b2/f9babeb8b5b8901b3d51618d0df7cb32a885.pdf
https://ojs.umrah.ac.id/index.php/jmps/article/view/6876
https://www.cfc.forces.gc.ca/259/290/351/305/Pandjaitan.pdf

Triyani', Bayu Asih Yulianto?, Panji Suwarno?

Evidence from Bintan Island, Indonesia. Sustainability, 14(3), 1603.
https://www.mdpi.com/2071-1050/14/3/1603

Putri, A. R. (2021). Kesiapsiagaan sistem pelaporan tumpahan minyak di Indonesia. Jurnal
Kebijakan Lingkungan, 13(1), 67-78.

Putro, Y. M., Tarigan, M. 1., & Asyari, H. A. (2023). Artificial intelligence in Indo-Pacific:
Quo vadis international humanitarian law and regional peace and security in Southeast
Asia. Lentera Hukum, 10(1), 155-178.
https://heinonline.org/HOL/Page?handle=hein.journals/lenth10&id=155

Qurbani, I. D., Sari, M. Y. A. R., Yanto, A., & Hikmah, F. (2024). About an oil and natural gas
mining treaty in the high seas of the North Natuna Region with economic, legal and
environmental aspects. Juridical Tribune, 14(2), 117-133.
https://www.ceeol.com/search/article-detail7id=1304790

2468 Asian Journal of Social and Humanities, Vol. 4 No.Desember 03, 2025


https://www.mdpi.com/2071-1050/14/3/1603
https://heinonline.org/HOL/Page?handle=hein.journals/lenth10&id=155
https://www.ceeol.com/search/article-detail?id=1304790

